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PROBLEM CURRENT SYSTEM REQUIREMENTS
In modern cybersecurity environments, « SIEM platforms need powerful hardware,  Raspberry Pi 5 (16GB RAM, NVME SSD)
especially those involving IoT devices, limiting use in lightweight loT setups. * Ubuntu Desktop 24.04.3
traditional SIEM systems often rely on _ _ * Splunk Enterprise 10.0.1
powerful hardware and complex infrastructure, * Splunk Enter.prlse cannot ru.n natively on * Python 3.10.12 with requests & urllib3
making them inaccessible for lightweight, low- Raspberry P's ARM64 architecture.  Debian Linux with Nmap, Hydra, Wireshark
cost deployments. This project addresses the  Monitoring depends on desktop/server « RealVNC Viewer for remote access

challenge of using a Raspberry Pi, which is a * Durable network and firewall configuration
compact, energy-efficient device, to host

virtual machines and forward logs to a

machines for log ingestion and analysis.

* |oT devices lack direct SIEM integration,

File View Help

centralized SIEM system. The goal is to reducing visibllity into threats. T
determine whether such a setup can reliably » Resource limits on small devices prevent oy - -

S|m.ulat_e netwqu trafﬁc;, detept thr_eats, and full SIEM hosting.

maintain real-time log ingestion without

compromising performance or security.  Traditional monitoring is manual and
Limitations in OS compatibility, resource fragmented, slowing real-time detection.

constraints, and Splunk’s inability to run » The loT Shield project addresses these
natively on ARMG64 architecture present gaps by combining Raspberry Pi for

significant hurdles, prompting the need for . . .
iInnovative solutions that balance functionality S|mulat.|on with de§ktop-hosted Splunk for
centralized analysis.

with hardware efficiency.

IMPLEMENTATION

The loT Shield system was implemented over
six development sprints, integrating Splunk
SIEM, loT simulators, and threat simulation

SOLUTION OBJECT DESIGN

* The solution developed in the loT Shield
project is a hybrid monitoring environment

Searches, Reports, and Alerts

. . . . 12 Searches, Reports, and Aigrts Al App: search Owner: Administrator (siem)
ﬁgggglrggvyi?r?tgel:?:li Eﬁfeﬁbfigé’ gIIEM . Name tools across virtual machines. Raspberry Pi
d kt PC p p Brute Force Attack - Failed Logins hOSted tWO VMS_One generatlng IOT trafﬁC
eSKI10 p ] Detects 5+ failed login attempts from same IP : - . I
« Raspberry Pi hosts two virtual machines — s ot s faonr\cllvg;z ir?;hlirgzlr’::)u;agg?u(r:]}l/(biirs?:r?gle(son V;hlle
one simulating loT devices, one executing icon v ek ot desktop PC
Cybe ra tta Ck scena r| OS. Malware Signature Detected

Known malware pattems found in logs

* Achieves real-time log forwarding and
centralized analysis across both VMs.
* Custom Splunk detection rules and
dashboards monitor brute-force attempts, T
data exfiltration, port scans, and
unauthorized access. Senstive Data n Outhound Traffc
» Offloads heavy SIEM processing to the e

desktop, keeping the Pi focused on cost-

Port Scan Detection - Multiple Ports
Detects when a source scans more than 15 ports in 5 minutes

Possible Denial of Service Attack
Abnormally high request rate from single source

Unauthorized Service Access Attempts
Multiple blocked connection attempts to same part

Unusual Outbound Connection Pattern

eﬂ:e Ctlve OT a n d th re a‘t S | m u Iatl O n ] Connections to non-standard ports detected
- Demonstrates a secure, replicable model e

for monitoring loT environments.

SYSTEM DESIGN & MAIN

SUMMARY CONTRIBUTIONS
DASHBOARD
* Developed a production-quality « Built loT Shield using Raspberry Pi VMs for
loT Shield Capstone Overview cybersecurity monitoring system integrating loT traffic and attack simulation, with logs
Splunk SIEM, loT simulators, and threat :
SIEM Infrastructure loT Device Simulators Threat Simulation Sifnulation tOOIS forwarded tO Splunk Enterprlse'
- e - Configured a Raspberry Pi to host two VMs: * Developed custom detection rules ana
"1 ., e g " one generating loT traffic and one simulating dashboards to identify brute-force attempts,
B i | : cyberattacks. data exfiltration, port scans, and
' ¥ * Implemented custom detection rules and unauthorized access.
Developer A on desktop Developer B on Raspberry Pi VM Developer C on Raspberry Pi daSthardS In Splunk to mOnltor brute_force
running Ubuntu VM with funnlvgrlTJ]la):Jtn#:r/:]:ll';?arie fc?frli?cs VM runmr;goD:blan/Kall . . . . . .
o e e Do Lack ‘ attempts, data exfiltration, and unauthorized Valld.ate.d performance with htop
access. monitoring, dashboards, and remote

loT Shield - Main Operations * || Open || Change || Remove loT Shield - Main Operations

» Validated system performance using htop
monitoring, loT Shield dashboards, and

access tools, ensuring secure architecture
with firewalls and encrypted log

Total E =14,316 Total E = 21,474 . .
S SIS ol 0l SYE remote access via RealVNC Viewer.

* Ensured secure architecture with port
forwarding, firewall rules, and encrypted log
transmission.

 Demonstrated that Raspberry Pi can reliably
forward logs to Splunk, though full SIEM
hosting requires desktop infrastructure.

transmission.

 Demonstrated feasibility of lightweight loT
simulation while highlighting the need for
desktop infrastructure for full SIEM hosting.

loT Shield - Main Operations -| @l |oT Shield - Main Operations

Total Events = 28,632 Total Events = 42,948
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